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Abstract 

Web Service is relatively new and a relevant area. The security issues of Web Services in a distributed environment are a 

major concern of research. The service provider facing lots of problems when it provides users to avail the Web services.  

New and challenging problems related to security arise due to the distributed nature of the web services and their cross 

platform access and also during service composition. As the web services provide access to the data in an autonomous way, 

the confidentiality and authenticity of the data transmitted through them attains more importance. 

security and its challenges is one of the thrust areas of research both in industry as well as in academia.  

many technologies and standards have emerged in order to handle the security issues,

web services. In this paper,  mainly focusing on  intensive study and analysis of the existing standards and protocols such as 

the service oriented architecture of the Web services, the role of XML, WSDL, SOAP, and the UDDI in the Web services 

architecture, security issues, challenges with its benefits has been is carried out.
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Introduction 

The service is not a technical concept, but the ideas have been 

adopted by technologists to establish the concept of a software 

service which is performed by the software program. Software 

services can be provided over the Internet and the world

web. The Web service is a software entity that has been 

designed for interacting and communicating between m/c

m/c through an agent in a computer network, as well as, to be 

accessed by other applications such as online banking system, 

online railway, buses or air ticket reservation system. The agent 

is a piece of s/w or h/w which sends and receives messages 

between m/c using standards-based web technologies, such as, 

HTTP and XML-based protocol messaging including SOAP and 

WSDL.  

 

The agent may be written in different programming language 

with the same functionality. Web services are independent in 

terms of hardware, programming language, and operating 

system used. This means that, although, the applications written 

in different types of programming language a

various platforms can seamlessly exchange data over intranets 

or the internet using web services. The Web services has been 

gained power by XML, WSDL, SOAP, and UDDI 

technologies
1-6

. Before building a Web service, the developer 

defines it in the form of a WSDL document which describes the 
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), Hyper Text Transfer Protocol (HTTP). 

The service is not a technical concept, but the ideas have been 

adopted by technologists to establish the concept of a software 

service which is performed by the software program. Software 

services can be provided over the Internet and the world-wide 

The Web service is a software entity that has been 

designed for interacting and communicating between m/c-to-

m/c through an agent in a computer network, as well as, to be 

accessed by other applications such as online banking system, 

r air ticket reservation system. The agent 

is a piece of s/w or h/w which sends and receives messages 

based web technologies, such as, 

based protocol messaging including SOAP and 

different programming language 

with the same functionality. Web services are independent in 

terms of hardware, programming language, and operating 

system used. This means that, although, the applications written 

in different types of programming language and running on 

various platforms can seamlessly exchange data over intranets 

or the internet using web services. The Web services has been 

gained power by XML, WSDL, SOAP, and UDDI 

. Before building a Web service, the developer 

the form of a WSDL document which describes the 

service's location on the Web and the functionality provided by 

the service. Then the information about the service will be 

entered in a UDDI registry, which allows Web service 

consumers to search for and locate the services they need. 

 

This step is optional but is beneficial when a company wants its 

Web services to be discovered by internal and/or external 

service consumers. Based on information in the UDDI registry, 

the Web services client developer uses in

WSDL to construct SOAP messages for exchanging data with 

the service over HTTP
7-9

. The service oriented architecture of 

Web services is shown in Figure-1. 

 

The service oriented architecture of Web services consist of 

three components. These are i. a registry, which acts as a broker 

for Web services, ii. a provider, which can publish services to 

the registry, and iii. a consumer, which can then discover 

services in the registry
10

. 

 

This research paper has been structured as an about the 

introduction, describes the role of XML (eXtensible Markup 

Language), WSDL (Web Services Description Language), 

SOAP (Simple Object Access Protocol), UDDI (Universal 

Description Discovery and Integration), 

Web services Challenges, Benefits, and finally concluded  the 

article. 
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Figure-1: Service Oriented Architecture. 
 

XML (eXtensible Markup Language) 

The XML is a WWW association/consortium specification 

which describes a meta-language for labeling data and a key 

technology requirement which appears in many places. In XML 

applications, data is described by surrounding it with 

customizable, text-based tags that give information about the 

data itself as well as its hierarchical structure. Because XML 

syntax consists of text-based mark-up that describes the data 

being tagged, it is both application-independent and human 

readable. This easiness and interoperability have helped XML 

achieve widespread acceptance and adoption as the standard for 

exchanging information between heterogeneous systems in a 

wide variety of applications, including Web services. The XML 

forms the basis for all modern Web services, which use XML-

based technologies to describe their interfaces and to encode 

their messages. WSDL, SOAP, and UDDI all use XML-based 

messaging that any machine can interpret
11-13

. 

 

WSDL (Web Services Description Language) 

The WSDL is an XML-based language format which describes 

the functionality of Web services, the operation it will perform 

and how to access them
4
. Before using the Web services by the 

user, one has to interpret the WSDL files to know the 

information about the address location of the service with its 

operations. So, the WSDL turns into the initial interface of the 

Web service, and then it provides all the information to the user 

in a standard way to interact with the service. A user can know 

how and where the service can be accessed and used, the 

communication protocol support, the operation with its message 

format through the WSDL
9,14

. The WSDL is an XML-based 

worldwide business registry and integral part of UDDI.  
 

SOAP (Simple Object Access Protocol) 

The SOAP defines a standard communication protocol 

specification for XML-based message exchange by using 

different transport protocols, e.g. HTTP, SMTP and FTP. It 

offers a simple, standards-based encoding scheme with its own 

format for sending XML messages between applications and it 

is extensible
15

. The SOAP messages are possible to send 

between clients / users irrespective of computing platform and 

any programming language due to the support of HTTP protocol 

by all browser and server. This characteristic shows that the 

Web service is an interoperable. The message format has been 

described in WSDL. 

 

UDDI (Universal Description Discovery and 

Integration)   

The UDDI has been designed for managing business related 

information
6
. On the basis of its specification, the organizations 

can store, update and share information among the parties. The 

UDDI uses WSDL for describing interfaces to web services 

communicate through SOAP, Java RMI protocol and which is a 

open framework and platform-independent and open 

framework. The developers can questions a UDDI registries for 

a service and also design their Web services clients to receive 

automatic updates made about any changes to a service from the 

UDDI registry
16-18

. 
 

Web service security 

The Web service security wants to be concerned with the 

following features
4,15,19,20

: i. Privacy is a major concern of Web 

service deployment. At the time of service interactions, the 

private / personal data or confidentiality in business (e.g., 

product preference, shipping address, date of dispatch / delivery, 

or billing information) might not be intentionally released
8
. The 

old / conventional privacy protection mainly relies on the 

restriction of social values and law enforcement. The emerging 

technologies for privacy preserving in Web services include 

data filters, digital privacy credentials, and mobile privacy 

preserving agents. ii. Integrity and non-repudiation refers to the 

safeguard of the information being tampered by others, e.g, 

putting digital signatures on the messages. Also, making sure 

that a message remains unchanged during transit by having the 

sender digitally sign the message. iii. Confidentiality and 

Privacy is to keeping information secretusing XML encryption 

technique to ensure that information is open only to authorized 
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recipients, for example, a Web service request or an email, as 

well as the identity of the sender and receiver parties in an 

intended to be kept secret manner. Confidentiality and privacy 

can be achieved by encrypting the content of a message and 

obfuscating the sending and receiving parties' identities 

encrypting the message. iv. Authorization (or Access Control) is 

to check whether a user is authorized to perform a requested 

action or granting access to particular resources based on an 

genuine user's entitlements where each entitlement are defined 

by one or several attributes. v. Non-Repudiation is to not reject 

the message by using digital signature in order to guarantee non-

repudiation. The specification permits variety of signature 

format, multiple trust domains and the encryption technique. vi. 

Authentication is used to verify a claimed identity something 

like credentials issued by a trusted authority such as a passport 

(real world) or a smart card (IT world), a shared secret such as a 

password or biometric information. 
 

Web services Challenges 

The Web services to achieve the desired aim or result, there are 

many technical challenges that have to be face. Out of these, 

many of them are related to the open, averse environment in 

which they can continue to exist. There are some of the issues 

have been discussed in this section
6,15,20

:  

 

Discovery: It means to improve the retrieval performance for 

satisfying customers’ needs without considering the length of 

the response time for which many services have been 

discovered. But, the researchers are giving more importance on 

automatic discovery of the web services. The main theme of the 

discovery of web services consist of two parts, that is i. the 

researchers are giving more efforts on caching and indexing of 

files systems for improving the response time and, ii. the 

interface to exhibit openly by discovery or search engines 

assumes that requests are fully mentioned in terms of a well-

defined or clearly stated interface and its categorisation in terms 

of i/p, o/p and preconditions. The WSDL and UDDI are two 

new standards that have been explained this problem. 
 

Reliability: It represents the degree of competency of sustaining 

the service and the quality of service. Also, it refers to the 

guaranteed and systematic i.e. properly sequence deliveries of 

messages which will be send and receive. The Web services are 

reliable when it responds and acknowledge the requests, 

communicate and deliver exact messages between the authorize 

sender-receiver or client-server. The reliability can be improve 

by eliminating when it goes off-line, different attack to network 

or network failures. 

 

Security: Many services are available which are using 

encryption techniques during communications with proper 

authentication. The basic security can be obtained by using 

HTTP (Hyper Text Transfer Protocol) over SSL (Secure Socket 

Layer) i.e https, but distinct services require a higher level of 

coarseness. The security has further added significance and 

importance because its call / requests occur over the publicly 

available Internet. Also, the service providers can have various 

techniques and approaches and the levels of offering security 

based on the service requestor or users.  

 

Transactions: The transaction in DBMS, called traditional 

transaction, complete in two-phases i.e. commit() and 

rollback(). It commit (commit()) the transaction i.e. save 

changes made in database during transaction and rollback 

(rollback()) the transaction i.e. set the database to its original 

stage. During the transaction all of the participating resources 

are gathered and remain locked until the entire transaction can 

take place, at which point, the resources are finally released. 

The extensive research is going on to integrate the traditional 

transaction and compensating transaction to improve the quality 

of service. 

 

Scalability: It means is that how speedily the web services can 

be increase its capability to meet the expectation of the end-

users. For achieving the above we can move to more powerful 

server or by adding multiple number of servers result in 

increasing cost. Although, the overall cost will be increase but it 

will gives benefits in reliability, flexibility and performance, 

which cannot be apprehended in a single-server arrangement. 

 

Manageability: It can be defined as a set of abilities for 

determining the presence, availability, performance, health, 

usage, configuration and the control of a Web service within its 

architecture. The Web service manageability is consisting of 

three component such as i. Concepts summarizes the scope and 

definitions, ii. Specification initiates by presenting the general 

concepts about the manageability model, and iii. Representation 

document tells about the interface definitions on the basis of the 

model
21

. 

 

Accountability: Accountability in the field of Web services talk 

about the responsibility, commitment or, and obligation that a 

number of persons, or establishments / organizations accept for 

the implementation and accomplishment of a service.  

 

Testing: The testing and debugging are done when many Web 

services encompassed in a system whose qualities and locations 

are possibly dynamically hosted in several environments with 

various operating system belong to different retailers and 

vendors. At an earlier stage, the testing assists the detection of 

errors, evaluation, and the system qualities. In precise, the test 

automation will be needed to a sound and effective Web 

services development process, for the evaluation of the 

scalability, performance, and functionality of Web services. 

 

Benefits: The SOA based web services have the more benefits 

as compared to others
22-25

. These are as follows; i. Stop 

replacing and start leveraging: It allows companies to 

leverage each member’s existing technologies rather than 

replace them. ii. Reduce Cost of Implementation: Stop costly 

implementations and start small integration projects. It has 

ability to start small and grow big project.  It helps a company to 
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move at the pace it can afford cost. iii. Vendor Idependent: It 

can replace any application with another and doesn’t have to 

worry about which vendors offer the most extensive suite i.e. it 

stop being vendor-dependent and independence from ERPs. iv. 

Stop being batch and start being real time: It can transform 

our client’s batch environment to a real-time environment i.e. 

employees and customers communicate in real time. v. Data 

Quality: Accidental errors made by the operator during data 

entry  can be protected. It helps for data clean, complete and up-

to-date will be benefited in terms of; (a) Reduce Costs:  Use of 

web service for validating information not only save time but 

also save money by avoiding the cost and effort towards calling 

wrong number and provide immediate ROI. (b) Increase Sales: 

The customer now can get rid of undeliverable mail, bounced 

emails and invalid phone numbers. So that, the marketing team 

can be able to sales more with less efforts. (c) Better Targeting: 

You can parse and genderize clean contact data, breaking down 

the contact’s name into prefix, first, middle, last, suffix and then 

assigning a gender which is useful for segmentation and target 

marketing. (d) Geographic Information:  The demographic and 

geographic information, can be appended to the contact name, 

address and telephone number, so that, it will be easier to 

relocate customers according to region wise. 

 

Conclusion 

While deploying a web service the major concern is to ensure 

the security, challenges and benefits of the resources being 

offered. The computing based on the web services is currently a 

technology that is the driver in the software industry and so 

much productive with respect to the recent, the future needs and 

requirements in the software industry. It has a lot of benefits in 

day to day life. It shows in the present scenario, that the power 

and simplicity of Web services will accelerate innovation in the 

world of parallel and distribute computing. The existing security 

practices will not be completely sufficient to cater the security 

requirements. It can be expected that the emerging technologies 

issues and its solutions will merge the gap between the services. 

Also, it can hope that the emerging solutions and technologies 

will merge the gap between the services and it will take the 

operations of the security features to the next level. 
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